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NWIP
General Guidelines for Principles and Implementation of Risk Management

Annex A

1. Scope of proposed proj ect
This document provides principles and practical guidance to the risk management process.
The document is applicable to all organizations, regardless of type, size, activities and location and should

apply to all type of risk.

The document should:
o establish acommon concept of risk management process and common related concepts.
e provide practical guidelinesto:
— understand how to implement risk management
— identify and treat al types of risk,
— treat and manage the identified risks,
— improve an organization's performance through risk management,
— maximize opportunities and minimize losses in the organization;

o raise awareness of the need to treat and manage risk in organizations; and

The issues to be considered in development of the documents are that the document;
e isto be written with plain expressions and terminology for easy understanding, especialy
for SMEs,
e jstofollow ISO/IEC Guide 73 in its terms and definitions,
e should be based on the best practice of risk management and contribute to continuous
improvement,
e may be used to complement and be compatible with existing documents, and

e toprovide guidelines for organizations to manage risk systematically.
2. Typeof deliverable

The standard to be developed is a Guideline document, and is not to be used for the purpose of

certification.
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Annex B
1. Purpose and justification
Risk management is a key business process within both the private and public sector around the world.
Sound and effective implementation of risk management is part of best business practice at a corporate and

strategic level as well as a means of improving operational activities.

Effective risk management and the resulting control environment are central to sound corporate
governance and for this reason much of the law that has been created in response to corporate collapses
and scandals now requires effective risk management. Evidence of good risk management practice is

also increasingly being required before insurance can be obtained.

It iswidely understood that to be truly effective, Risk Management must become part of the culture of the

organization and be part of everyday business practice.

Although the concept of risk terminology has been defined in 1ISO/IEC Guide 73, the SO has not yet made

clear the concept of risk or the management of risk.

There are a number of risk-related standards published by 1SO and other standards bodies as well as many
standards that refer to risk management processes, but there is no central 1SO document that provides a
consistent approach. In the absence of an explicit process for the management of risk, these standards

cause confusion among users regarding practical interpretation and implementation.

For these reasons, an International Standard which provides the concept of and guideline to implement risk

management, and sets out a process for the management of risk needs to be devel oped.

The purposes of the standard to be developed can be described as follows:
¢ to define the concept of the risk management process;
o to provide practica guidelines for organizations to manage and treat risk;
¢ to enhance socia stability and minimize unnecessary burdens on society;
e to achieve and enhance stakeholder confidence and trust;
¢ to improve corporate governance; and
e to provide tools for communication and consultation between stakeholders and
organizations.
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2. Users

A wide range of organizations, including companies, public sector entities at the national, regional and

local level, non-governmental organizations, and government agencies.

3. Benefitsfrom standard

Provision of a consistent framework for use of risk management in international standards.
Provision of a framework and supporting tools for the organization to embed effective and
efficient management of risk

Assistance to the organization to manage its risks appropriately

Communication and awareness-raising of the value of the management of risk within the
organization

Enhancement of suitability and effectiveness of decision-making including authority and
accountability

Contribution to more effective and efficient use/allocation of capital and other resources in
the organization

Stahilization and improvement of the activities of the organization through reduction and
avoidance of socia costs and/or losses caused by risk

Protection of the organization’s people, assets, image and brand value

Enhancement of opportunities and social valuation

Enhancement of the organizational ability to achieve better performance

Contribution to social stability through suitable risk management

Enhancement of stakeholder satisfaction and confidence

Development of “Risk Management Culture” throughout organizations
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Annex C
Relevant documentsto be considered (non-exhaustive)
No. Titles Organization

SO 10006 Quality management systems - ISO
Guidelines for quality management in
projects

SO 14971 Medical devices - Application of risk | 1SO
management to medical devices

|EC 60300-3-9 Risk analysis of technological systems- | IEC
Application guide

| SO/IEC guide73:2002 Risk management - Vocabulary - | ISO/IEC
guidelinesfor use in standards

ISO/IEC Guide 51:1999 Safety aspects — Guidelines for their | ISO/IEC
inclusion in standards

IEC 62198 Project risk management — Application | IEC
guidelines

ASHB 254:2004 Guide to control assurance and risk | AS
management

AS/NZS 4360:2004 Risk Management AS/SNZ

AS/NZS HB 436:2004 Risk  Management Guidelines — | AS/SNZ
Companion to ASA/NZS 4360:2004

AS/NZS HB 203:2004 Environmental Risk Management — | AS/SNZ
Principals and process

AS HB205:2004 OHS Risk Management Hand Book AS

AS/NZS HB 221:2004 Business Continuity Management AS/SNZ

AS/NZS HB 240:2004 Guidelines for managing risk in | AS/SNZ
outsourcing utilizing the AS/INZS 4360
process

AS/NZS 4810.1 Medical devices - Risk management - | AS/SNZ
Application of risk analysis

SNZ HB 8669:2004 Guideline for Risk Management in Sport | SNZ
and Recreation

BS 6079-3 Project Management - Part3: Guide to | BSI
the management of business related
project risk

ONR 49000 Risk management for organizations and | ON
systems -Termsand principles

ONR 49001 Risk management for organizations and | ON
systems -Elements of the risk
Management system

ONR 49002-1 Risk management for organizations and | ON

systems, Part 1. Guidelines for risk
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management

ONR 49002-2

Risk management for organizations and
systems, Part 2. Guidelines for the
integration of risk management into the
general management system

ON

ONR 49003

Risk management for organizations and
systems, - Quadlification of the risk
manager

ON

PD6668

Managing Risk  for Corporate
Governance

BSI

PAS 56:2003

Guide to Business  Continuity
Management

BSI

CSA Q 850:1997

Risk Management Guidelines for
Decision Makers

CSA

JISQ 2001:2001

Guidelines for development and
implementation of risk management
system

JSC
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Annex D

Outline of proposed standard

The proposed standard is focused on the principles and framework of the process to facilitate and assist
organizations to manage risk effectively, and is designed to be compatible and complementary with other

existing documents.

Detailed structure and content will be decided at the 1¥ WG meeting, but herein is an outline of the

proposed structure and concepts of the standard for information and reference:

0. Introduction
- Necessity for risk to be effectively managed in an organization
- Applicability to all organizations
- Compatibility and complementary issues

- Benefits of good risk management

1. Scope
- Provision of principles and practical guidelines of the risk management process
- Explicit statement that this standard is not to be used for certification
- Applicable to all organizations large and small, public and private
- Applicable to all type of risks both positive and negative

2. Reference standards

3. Definitions
- Reference to ISO/IEC Guide 73 in principle to ensure consistency among the standards,

- Addition of other terminologies which are not defined in ISO/IEC Guide 73 as necessary

4. Principle of risk management
- Provision of explicit principles of risk management
- Relationship among the principles and the elements specified in this standard

5. Implementing the risk management process in Organizations

5.1 Overview of Risk management process

- Overview of whole process to manage risk (including interactions among the processes)
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5.2 Risk management Process
5.2.1 Risk communication and consultation (including Risk Perception)
- Function and necessity of this process
- Provision of practical guide
5.2.2 Evaluation of external and internal context
- Function and necessity of this process
- Provision of practical guide
5.2.3 Risk identification
- Function and necessity of this process
- Provision of practical guide including tools and techniques to identify the risks
5.2.4 Risk estimation
- Function and necessity of this process
- Provision of practical guide including tools and techniques to identify the risks
5.2.5 Risk evaluation
- Function and necessity of this process
- Provision of practical guide including tools and techniques to estimate the identified risk
5.2.6 Risk treatment
- Function and necessity of this process
- Provision of practical guide including tools and techniques to respond to the identified risk
including negative and positive, and tolerable and intolerable
- Emergency preparedness and responses (contingency planning)
5.2.7 Monitor, measurement and reviews
- Function and necessity of this process
- Provision of practical guide

- Guidance to utilize the results of the Monitor, measurement and reviews

6. Implementing Risk Management into an Organizations culture
- Provision of guide to develop Risk Management throughout an organization as a part of its daily
business processes

- Other applicability of Risk Management
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